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Fig. 3: System Workflow with Three Major Steps

1. Commercial software (e.g., loT firmware, browsers, and

odf readers) is usually closed-source and shipped in Step 1: SymLM generates embeddings by Step 2: SymLM resolves NLP issues by Step 3: SymLM updates weights of the
stripped binaries, whose semantic information (e.g., fusing semantics of calling context and tokenizing names into words, segmenting pretrained model, embedding lookup layer,
function names) is missing. Predicting function names function instructions. It encodes internal words by a unigram language model, and and MLP decoder in training, and predicts
helps reverse engineers understand code semantics, functions by a pretrained model and external embedding words with CodeWordNet names of stripped binaries that semantically
identify malware/vulnerabilities, etc. functions by an embedding lookup table. (consisting of 3 word embedding models). match ground truth with CodeWordNet.

2. Predicting function names is very challenging, because:

Evaluation and Results Use Case Study
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resolving NLP issues, and (3) modeling calling context.

Fig. 6: Generalizability Comparison
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