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Secure IoT Products at scale

We do not know what products constitute IoT Ecosystem! 

Triaging?

Mobile-IoT Apps

Critical  
Attack Surface

Security ramifications of 
vulnerabilities beyond Mobile 
SpaceMetadata to build 

understanding of  
IoT Market

Unique features  
for Identification
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IoT Security Challenges
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RQ1: How can we automatically develop a market-scale snapshot 
of mobile-IoT apps from markets containing heterogeneous apps?

RQ2: How can we make the snapshot useful for security?

Research Questions
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IoT Security Challenges

We do not know what products constitute IoT Ecosystem! 
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IoTSpotter Framework
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Step 1: Building Train/Test Set  

(a) Preliminary analysis of Mobile-IoT 
apps
• App Descriptions
• App UI
• Reviews
• Permissions

(b) Heuristics Based Identification 
Device Types (e.g., Security Camera)
• IoT Keywords (e.g., IoT)
• Device Keywords (e.g., smart device)
• IoT Protocols (e.g., Zigbee)
• Platforms (e.g., SmartThings)
• Regex patters (remotely control..) 

(c) Pattern Matches:
• 1 Keyword Match: 89,508 apps
• 2 Keyword Match: 8,467 apps
• 3+ Keyword Match: 1758 apps

Step 2: Manual Labeling 

(a) 7196  Labeled Apps
• 4,123 IoT apps 
• 3,073 non-IoT apps  

(b) Cohen Kappa: 0.976

Step 3: Build Classifier Model 

(a) Run different Learning 
algorithms for description:
• Stratified train-test set 

(b) Evaluate Performance
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Mobile-IoT App Identification
Methodology



Result 1: Identified 37,783 Mobile-IoT apps.
 
Results 2: Manual validation of 2,250 mobile-IoT 
apps showed 88% are indeed IoT.

Ran the model (with hard voting) on the entire market with 2 Million Apps! 
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Mobile-IoT App Identification
Results
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Step 1: Building Train/Test Set

(a) Select 600 Random Mobile-IoT Apps
(b) Manually labeled 3961 statements to  

identify IoT_Product Entities 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IoT Product Identification
Methodology

Step 2: Train Named Entity Recognition 
(NER) Model 

(a) 82.84% Precision
(b) 83.04% Recall  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Result 4: Security sensitive devices are most 
common devices supported by mobile-IoT apps.
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IoT Product Identification
Results

Result 3: Identified 65,676 unique product 
entities — 917 clusters of device types
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Identifying IoT Libraries  

Identified 522,285 third-party library package 
names from the mobile-IoT snapshot 

• Popular third-party libraries only found in 
IoT 
 =    no. of apps using the library      

          total no. of mobile-IoT apps

• Third-Party libraries more popular in mobile-
IoT snapshot than non-IoT set
 

 =    Popularity in Mobile-IoT
            Popularity in Non-IoT
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Security Analysis: IoT Library
Methodology
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Result 5: Identified 19,939 IoT library 
package names.

Results 6: Identified 11 library families; 10 
provide functionalities associated with IoT

Analysis of 50 library package names.
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Security Analysis: IoT Library
Results
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7 mobile-IoT apps

44 times more popular  
in IoT than non-IoT
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Finding 1: 65 IoT Libraries (481 unique versions) 
are subject to 79 CVEs
 
Finding 2: IoT libraries are less vulnerable relative 
to non-IoT libraries; Out of 2500 samples:

Non-IoT: 193 CVEs, 63 libraries, 7,105 versions
IoT: 7CVEs, 10 libraries, 98 versions

Vulnerabilities in IoT libraries 

Finding 3: 40 popular mobile-IoT apps are 
vulnerable because of vulnerable IoT library usage.

Finding 4: Vulnerable library usage in non-IoT is 
12.7X (507/40) more than in IoT.

Use of Vulnerable IoT Libraries
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Security Analysis: IoT Library
Findings
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Finding  5: 94.11% apps contain at least 1 
Crypto-API misuse according to CryptoGuard out 
of 917 apps with 1M+ installs (96.29% non-IoT).
 
Finding 6: 82.5% high severity violations detected 
by CryptoGuard is true positive.

Flaws detected by CryptoGuard

14

Security Analysis: Crypto APIs
Findings
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Finding 7: 7,887 (20.87%) mobile-IoT apps are 
susceptible to Janus Vulnerability

- 263 with 1M+ download and 33 have 50M+ download
 
Finding 8: Non-IoT are similarly vulnerable (7765 
apps).

Janus Vulnerability in Apps
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Security Analysis: App Signatures
Findings
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Finding 9: Every class of vulnerability 
impacts critical IoT functions.

Finding 10: Vulnerable IoT apps support 
security/privacy critical devices.

Contextualization
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Case Study: Contextual Analysis
Findings
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• Focused Effort on Mobile-IoT Apps 

• Precise Exploration of Mobile-IoT Security 

• Contextualized, Automated, Security Analysis for Mobile-IoT

17

Lessons


